INSTITUTO SUPERIOR DE CONTABILIDADE E ADMINISTRACAO DE COIMBRA Gabinete de
ISCAC  COIMBRA BUSINESS SCHOOL Informética

Configuracao da rede sem fios EDUROAM

Clientes Windows 7 / Vista

Método de autenticacdo PEAP

SSID: eduroam

Protocolo de comunicagao: WPA2

Cifra: AES (Advanced Encryption Standard)
Método de autenticacao PEAP

REQUISITOS

P Hardware/Software
- Placa de rede wireless que preencha as normas Wi-Fi 802.11b e/ou 802.11g.
- Sistema Operativo Windows 7 / Vista

b Utilizadores
Os utilizadores necessitam de ter a conta de e-mail do ISCAC activa. A conta é do tipo
iscacXXXXX@alumni.iscac.pt, no caso dos alunos, em que XXXXX corresponde ao numero
interno de aluno. No caso de funciondrios docentes e ndao docentes, a conta é do tipo
utilizador@iscac.pt.

CONFIGURACAO DA LIGACAO DE REDE

Clique no icon de rede, no canto inferior direito )
e SeleCCione d Op(;§0 Currently connected to:
Open Network and Sharing Center. Network

! Internet access

Open Network and Sharing Center

15:42
30-07-2012

FT < ™ @'

Seleccione a op¢ao p—
Manage wireless networkS UU ‘:_E » Control Panel » Network and Internet » Network and Sharing Center

Control Panel Home . . . .
View your basic network information and set

Manage wireless networks [ L m

Change adapter settings INFOR-PT Network

Change advanced sharing (This computer)

settings . .
9 View your active networks

‘ " Network Ac
. Work network Co

Change your networking settings

2k Set up a new connection or network
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Devera surgir a janela de gestao
de ligacOes de redes sem fios.

Seleccione Add.

Seleccione a op¢ao
Manually create a network profile

Na janela seguinte, insira os dados
conforme a figura.

Network name: eduroam
Security type: WPA2-Enterprise
Encryption type: AES

Marque a op¢ao
Start this connection automatically

Continue, seleccionando o botdo Next.

Seleccione a op¢ao
Change Connection settings

—
ledﬂ]] » Control Panel » Network and Internet » Manage Wireless Networks

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add  Adapter properties  Profiletypes  Network and Sharing Center

Networks you can view, modify, and reorder (1)

= Romeu8Julieta
A«

Security: WPA-Personal Type: Any supy

o] & ==

Q 1 Manually connect to a wireless network
How do you want to add a network?

AL Manually create a network profile

"= This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (SSID) and
security key (if applicable).

A Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

=l e (=

@ M Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: eduroam

Security type: [WPAZ-Enterprise '}

Encryption type: [AES v]

Security Key: Hide characters

Start this connection automatically

[] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

ol o ==

&) M Manually connect to a wireless network

Successfully added eduroam

< Change connection settings
Open the connection properties so that I can change the settings.
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eduroam Wireless Network Properties M
Deverd surgir a janela de configuragdo
das ligacodes.
Seleccione o separador Security e Security type: [WPA2 Enterprise =
escolha as op¢des conforme a figura: .
. . Encryption type: [AES v]

Security type: WPA2-Enterprise

Encryption type: AES
No cam po Choose a network authentication method:
Choose a network authentication method [Mirosoft:Protected EAP (PEAP) v)[ setngs |
escolha []Remember my credentials for this connection each

time I'm logged on

Microsoft: Protected EAP (PEAP)
e seleccione o botdo

Settings para configurar o método de |
autenticacao.

[ Advanced settings ]

Se pretender gravar as suas credenciais de |
forma persistente, marque a op¢ao
Remember my credentials for this
Connection each time I’'m logged on

OK ] [ Cancel

Na janela de propriedades Protected EAP Propriedades de Protected EAP e
active a opcdo Validate server certificate. Ao estabelecer a ligacdo:

[V]alidar certificado do servidor:
Na lista Trusted Root Certification Authorities, [“]Ligar a estes servidores:

Active DigiCert Assured ID CA Root.

Autoridades de certificacdo de raiz fidedigna:

No campo [7] AddTrust External CA Root -
Select Authentication Method % Baltimore CyberTrust Root ‘;’
Class 3 Public Primary Certification Authori £
escolha DigiCert Assured ID ;oot CA !
Secured password (EAP-MSCHAP v2). 7] DigiCert Global Root CA
e seleccione o botdo Configure. "] DigiCert High Assurance EV Root CA
[ Equifax Secure Certificate Authority -
< | m | »

i . [T N&o perguntar ao utilizador para autorizar novos servidores ou
Active a opgao autoridades de certificacdo fiaveis.

Enable Fast Reconnect.

Seleccione os métodos de autenticacdo:

[Prot:egido por palavra-passe (EAP-MSCHAP v2) v] [ Configurar... ]

Permitir Restabelecimento Rapido de Ligacdo
[ Impor Proteccio de Acesso & Rede
[|Desligar se o servidor ndo apresentar o enlace criptografico TLV

[ Activar Privacidade de
Identidade

[ OK ] [ Cancelar
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-
EAP MSCHAPV2 Properties [

Na janela de propriedades do método de
autenticacado, desactive a opcao

. i When connecting:
Automatically use my Windows logon name
and password (and domain if any). B Automatically use my Windows logon name and
password (and domain if any).

rAdvanced settings &‘
Ainda na janela de configuragdo 802, X settings | 302,11 settings)

das ligacdes (pdgina anterior)
seleccione o botao Advanced settings.

Specify authentication mode:

[User authentication '] | Save credentials

NO separador 802.1X Settings Delete credentials for all users
active a opgao Specify Authentication mode e
escolha User authentication.

["]Enable single sign on for this network

(@ Perform immediately before user logon
Perform immediately after user logon

Maximum delay {seconds): 10
Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

Feche todas as janelas relativas a configuracdo da rede eduroam seleccionando o
botdo OK.

De volta a janela de gestdo de ligacdes de
redes sem fios, deverd aparecer a rede
eduroam, acabada de configurar.

@O'ldﬂﬂ » Control Panel » Network and Internet » Manage Wireless Networks

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add = Adapter properties  Profiletypes  Network and Sharing Center
Feche a janela.

Networks you can view, modify, and reorder (2)

.-. eduroam Security: WPA2-Enterprise Type: Any supporte
-
!—-h Romeud8dulieta Security: WPA-Personal Type: Any supporte
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r T —

Not connected 3
No canto inferior direito do Ambiente de eifff] Connections re vaiable
Trabalho, cliqgue no icon de rede, Dial-up and VPN N

Kanguru ;:‘
Seleccione a rede eduroam e VPN-ISCAC x

Wireless Network Connection -~
seleccione o botdao Connect. eduroam r

Name: eduroam

Signal Strength: Excellent
Security Type: WPA2
Radio Type: 802.11g
SSID: eduroam

eduroam-guest

Open Network and Sharing Center

Devera surgir uma janela a solicitar que insira as suas credenciais.
No campo User name / Nome de utilizador, indique o seu enderego de e-mail do ISCAC.
No campo Password / Palavra-passe, indique a respectiva password.

r N -
Windows Security & Introduzir credenciais {o3]

Network Authentication
Please enter user credentials

“7 7”7 [User name ]
\ | Password |

|
Nome de
Palavra-passe:
R Dominio de inicio
Windows 7 de sesso:

[ ok ] | cancelar

Windows Vista
Ignore o campo Dominio de inicio de sessd@o

Continue, seleccionando OK.
Currently connected to:

Devera surgir uma janela idéntica a figura, que MRy eduroam

. . L. ’ Internet access

indica que o seu computador esta ligado

arede eduroam.

Wireless Network Connection
eduroam Connected

eduroam-guest

Open Network and Sharing Center

15:35

30-07-2012

PT a [ @ o)
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